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A safe harbor is a provision of a statute or a 

regulation that reduces or eliminates a 

party's liability under the law, on the condition 

that the party performed its actions in good 

faith or in compliance with defined standards.

Legislators may include safe-harbor 

provisions to protect legitimate or excusable 

violations, or to incentivize the adoption of 

desirable practices.



SAFE HARBOUR PROTECTION FOR MOBILE 
SERVICE PROVIDERS IN INDIA

Indian law clearly provides threshold protection and safe 

harbours to Internet intermediaries.

Internet intermediary under the I T Act, do not have the 

responsibility to proactively monitor third party content 

available on the Internet.

A reading of amended Section 79 of the IT Act and the 

Information Technology (Intermediaries Guidelines) 

Rules, 2011, clearly denotes that an Internet intermediary 

is not obligated to undertake a pre-screening exercise or 

proactively monitor third party user generated content, 

available on its platform.
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There are several caveats, of course – the 

company can’t initiate or solicit the harmful post 

and can’t coordinate with the offender.

Under the rules that India put into place last April 

to implement the act, companies must remove 

material that is “grossly harmful, harassing, 

blasphemous, defamatory” as well as anything 

“ethnically objectionable, disparaging” or 

“otherwise unlawful in any manner.”
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 Under the Amendment Act, the amendments to Section 79 of 

the IT Act state that an ISP shall not be liable under any law for 

the time being in force, for any third party information, data or 

communication link made available by him, except when,

• the intermediary has conspired or abetted in the commission 

of the unlawful act; or

• upon receiving actual knowledge, or on being notified by 

Government or its agency that any information, data or 

communication link residing in or connected to a computer 

resource controlled by the intermediary is being used to 

commit the unlawful act, the intermediary fails to 

expeditiously remove or disable access to that material on 

that resource without vitiating the evidence in any manner.
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The twin requirements under the IT Act have been remolded.

The requirement of knowledge has now been expressly changed 

to receipt of actual knowledge.

Actual knowledge here may mean the receipt of information from 

a third party, but not necessarily from own inquiry upon the content 

of the information.

This has been combined with a “notice and take down” duty.

Preventive due diligence has been done away with and the ISP is 

only required to prove that it did not conspire or abet the 

commission of the unlawful act.

These changes seem advantageous to ISPs as they set more 

lenient parameters for qualifying for safe harbour.

Fallout however, is their profound impact on ISP driven content 

filtering in India.
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Apart from requiring satisfaction of the new twin conditions, the 

Amendment Act also concentrates on the functions and services of 

an intermediary when providing safe harbour. 

Under the Amendment Act, safe harbour is only available to an ISP 

in the following circumstances:

• where the function of the intermediary is limited to giving 

access to a communication network over which information 

made available by third parties is transmitted or temporarily 

stored or

• where the intermediary

• (i) does not initiate the transmission,

• (ii) does not select the receiver of the transmission, and

• (iii) does not select or modify the information contained in the 

transmission.
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According to the rules, the intermediary shall observe following 
due diligence policies while discharging its duties:

 The intermediary shall publish the terms and conditions of use of 
its website, user agreement, privacy policy etc.

 The intermediary shall notify its users not to use, display, upload, 
modify, publish, transmit, update, share or store any information 
that:
a) Violates Intellectual Property Right of another person;
b) Is harmful, threatening, abusive, harassing, blasphemous, 
objectionable, defamatory, vulgar, obscene, pornographic, 
pedophilic, libelous, invasive of another's privacy, hateful, or 
racially, ethnically or otherwise objectionable, disparaging, 
relating or encouraging money laundering or gambling, or 
otherwise unlawful in any manner whatever.
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Rules Cont..

 Harmful to minors in any way;

 Discloses sensitive personal information of other person or to which the 
user does not have any right to;

 Causes annoyance or inconvenience or which is grossly offensive or 
menacing in nature or Impersonate another person, or misleads the 
addressee about the origin of such messages; (which means it’s a duty 
of intermediary to notify its users not to spread spam or any other false 
messages)

 Contains software viruses or any other computer code, files or programs 
designed to interrupt, destroy or limit the functionality of any computer 
resource;

 Threatens the unity, integrity, defence, security or sovereignty of India, 
friendly relations with foreign states, or public order or causes 
incitement to the commission of any cognizable offence or prevents 
investigation of any offence or is insulting any other nation.
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Rules Cont…

 According to the rule all aforementioned clauses should be 
included in all the relevant user related documents. Intermediary 
has a right to terminate the access rights of the users in case users 
do not comply with the terms of use of the services and privacy 
policy or any other document.

 It’s a duty of intermediary not to host or publish or edit or store 
any information or shall not initiate the transmission, select the 
receiver of transmission, and select or modify the information 
contained in the transmission as specified in sub-rule (2).

 In case of violation of any of these clauses it’s a duty of 
intermediary to immediately remove access to such information. 
Further the intermediary shall inform the police about such 
information and preserve the records for 90 days.
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Rules Cont..

 It’s a duty of intermediary not to disclose any “sensitive personal 
information” which is defined under The Information Technology 
(Reasonable security practices and procedures and sensitive 
personal data or information) Rules, 2011 and shall observe all the 
rules and regulations under the same Rules.

 The intermediary shall report cyber security incidents and also 
share cyber security incidents related information with the Indian 
Computer Emergency Response Team.

 Intermediary shall not deploy or install or modify the technological 
measures or become party to any such act which may circumvent 
any law for the time being in force.

 `The intermediary shall publish on its website the designated agent 
to receive notification of claimed infringements.
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Case Studies: Avnish Bajaj vs State:

The charge sheet discloses that at various stages, in an automated system, 

roles were assigned to individual employees of BIPL. There was a separate 

Manager for Trust and Safety. When the Community Watch group alerted the 

website, the matter was first marked to an employee Namrata then to another 

employee Swapna Sawant. Even with reference to the flow chart, the 

prosecution was unable to show at what stages the petitioner as MD was 

himself directly involved in the screening of the listing or its subsequent 

removal. In the circumstances, it would be a mere surmise that the petitioner 

was himself responsible for the offence. 

There must be a specific allegation in the charge sheet that, despite knowing 

the failure of the filters, he nevertheless did nothing about it. There is no such 

averment in the charge sheet. In fact the liability sought to be attached to the 

petitioner is only in his capacity as MD of the company and not in his 

individual capacity. Therefore it is not possible to accept the argument of the 

prosecution that the doctrine of illegal omission results in a criminal liability 

being attached to the petitioner here.
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Case Studies:  Vinay Rai vs. Facebook India:
All the accused persons are involved in the business of publication and are 
providing service of the electronic contents to users. They are certainly doing it 

for commercial gain. 
The accused persons having full control over the working of their sites it seems 

have purposely promoted and publicised offensive material for their commercial 
gains. It seems that instead of regulating the undesirable and offensive content 

they have promoted the same for increasing their profits and promoting their 
business. 

They have closed their eyes and promoted obscene derogatory defamatory and 
inflammatory material continuously on their network.

Bare perusal of the documents that prima facie the accused in connivance with 
each other and other unknown persons are selling, publicly exhibiting and have 

put into circulation obscene, lascivious content which also appeals to the prurient 
interests and tends to deprave and corrupt the persons who are likely to read, see 

or hear the same. It is also evident that such contents are continuously openly and 

freely available to every one who is using the said network irrespective of their 

age and even the persons under the age of 18 years have full and uncensored 
access to such obscene contents.
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